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Controls monitoring helps with
governance, risk and compliance

By Marcia Savage, Features Editor, Information Security

technology that monitors ERP
and financial application trans-
action controls is an emerging
tool in the governance, risk and
compliance (GRC) market,
according to Gartner.

Continuous controls monitoring for
transactions can help lower compliance
costs by eliminating a lot of manual sam-
pling of transactions and improve financial
governance and operational performance,
Gartner analysts Paul Proctor and French
Caldwell wrote in a report earlier this year.
Continuous controls monitoring for trans-
actions, they said, was the “next frontier
for GRC automation.”

Auditors use the technology to verify
that controls are working inside of ERP
systems, Proctor said in an interview. For
example, a company may require two
signatures on a check for more than
$50,000; the control to enforce that poli-
cy may be in the ERP system or it may
just be a procedural control. Continuous
controls monitoring for transactions,can
help auditors verify the control '%
system is working properly, .
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Management, meanwhile, ¢ e
audu-

technology to catch accid
lent duplicate payments.
“The whole idea of continudus controls

monitoring is that we’re watching these
things on an ongoing basis,” Proctor said.
Although the technology has been
around for a while, an organization needs
to be at a higher level of maturity to have
interest in it, he said. “It’s not a big market
yet, but organizations are moving towards
being more proactive and they’re always

improving their maturity so I would call

this ‘the future’, not ‘the today’.”

San Francisco-based Union Bank then
may be a little ahead of the curve. The
bank, which has more than 10,000
employees and 321 branch offices, started
implementing continuous controls moni-
toring as part of its
audit program about
six years ago, said
Dave Hanson, profes-
sional practices man-
ager at Union Bank.

“The idea was to
be more responsive to
the risk environme
at the bank,” he s

“The 1n1t1a1
mentatlon
at risk

thoughﬁ& t be

1nd of what

pening and

rive where our

it work should be
‘g0ing.”

Union Bank uses software from Van-
couver, British Columbia.-based ACL
Services Ltd., which helps auditors take
data from completely different systems to
compare data and develop reports, Hanson
said. The software’s flexibility helps audi-
tors find issues quickly, he said.

For example, ACL makes it easy for
bank auditors to take all the payroll checks
issued during the period under review and
analyze the data for duplicate transactions,
said Stephen Sinclair, audit relationship
manager at Union Bank.

The software is useful in conducting
“database reconnaissance,” and helps

Co
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p lower compliance
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auditors quickly direct their focus on
anomalie Shane Schultz, computer-
assisted techniques applications
lead th@oank For instance, an analysis

fee Teversals revealed control weak-
@ some customer deposits were

erroneously coded as
a fee reversal.

ous controls “We plowed through
two billion transactions
for transactions and identified cus-

tomers where it looked
like there were more
fees reversed than fees
collected... We were
able to bring that to
management’s atten-
tion,” Schultz said.

ACL also helps
monitor possible em-
ployee fraud by
allowing the bank to
link suspicious dep-
osit account activity
to employees via
addresses and phone numbers, Hanson
said. Those “fuzzy logic” capabilities
also are beneficial for Bank Secrecy Act
compliance, Sinclair said. The BSA
includes requirements to report transac-
tions involving foreign consulates; the
bank has coding to identify high-risk
accounts, but with ACL, it was able to
compare a list of foreign consulate
employees and addresses to its customer
database and identify accounts that
weren’t properly coded, he said.

“The fuzzy logic capabilities facilitate
matching addresses that may not be char-
acter for character the same,” he said.

this year.
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